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Abstract. Most earlier studies of DHTs under churn havim one of three states: alive and correct, alive and incorrect or
either depended on simulations as the primary investigati@iled. A master equation for this system is simply an equa-
tool, or on establishing bounds for DHTSs to function. In thigon for the time evolution of the probability that the system is
paper, we present a complete analytical study of churn usinga particular state. Writing such an equation involves keep-
a master-equation-based approach, used traditionally in nang track of all the gain/loss terms which add/detract from this
equilibrium statistical mechanics to describe steady-state pobability, given the details of the dynamics. This approach
transient phenomena. Simulations are used to verify all theapplicable to any P2P system (or indeed any system with a
oretical predictions. We demonstrate the application of odiscrete set of states).
methodology to the Chord system. For any rate of churn andOur main result is that, for every outgoing pointer of a Chord
stabilization rates, and any system size, we accurately pregigtie, we systematically compute the probability that it is in
the fraction of failed or incorrect successor and finger poingny one of the three possible states, by computing all the gain
ers and show how we can use these quantities to predictdh€ loss terms that arise from the details of the Chord proto-
performance and consistency of lookups under churn. We ajsbunder churn. This probability is different for each of the
discuss briefly how churn may actually be of different 'typesticcessor and finger pointers. We then use this information to
and the implications this will have for the functioning of DHTsredict both lookup consistency (number of failed lookups) as
in general. well as lookup performance (latency) as a function of the pa-
rameters involved. All our results are verified by simulations.

) ) ) The main novelty of our analysis is that it is carried out en-
Theoretical studies of asymptotic performance bounds pfyy from first principlesi.e. all quantities are predicted solely

DHTs under churn have been conducted in works like [6, 2k 5 fynction of the parameters of the problem: the churn rate,
However, within these bounds, performance can vary subsigRr sapilization rate and the number of nodes in the system. It
tially as a function of different design decisions and configs s giffers from earlier related theoretical studies where quan-

uration parameters. Hence simulation-based studies SUC}8 similar to those we predict, were either assumed to be
[5, 8, 3] often provide more realistic insights into the perfoﬁiven[lO] or measurechumerically [1].

mance of DHTs. Relying on an understanding based on SIM&losest in spirit to our work is the informal derivation in

ulations alone is however not satisfactory either, since in tm% original Chord paper [9] of the average number of time-
case, the DHT is treatgd asa bl_ack box f”‘.”d is only _empmc%bfts encountered by a lookup. This quantity was approximated
evaluated, under cc_artam oper_atlon conditions. In th's_ Paperfre by the product of the average number of fingers used in
present an alternative theoretical approach to analyzing andé,l 5okup times the probability that a given finger points to a
derstanding DHTs, which aims for an accurate predictiond) arted node. Our methodology not only allows us to de-
Eerfocrjmagpe, Ira'_[her thanhon plactljng asy_mptlcl)tlﬁ perfgrn:arpl the latter quantity rigorously but also demonstrates how
dpu_n s. Simulations are then used to verify all theoretica Pifsis probability depends on which finger (or successor) is in-
ictions. volved. Further we are able to derive an exact relation relating

Our approach is based on constructing and working Wiflis o ohanility to lookup performance and consistency accu-
master equations, a widely used tool wherever the mathen}%tfély at any value of the system parameters
cal theory of stochastic processes is applied to real-world phe-

nomena [7]. We demonstrate the applicability of this approagh Assumptions & Definitions

to one specific DHT: Chord [9]. For Chord, it is natural to OI‘:E?asic Notation. In what follows, we assume that the reader is

fine the state of the system as the state of all its nodes, quﬁ?iliar with Chord. However we introduce the notation used

th? state of an aliye node ?S spgcified by the states of all ow. We useC to mean the size of the Chord key space and
pointers. These pointers (either fingers or successors) are &Re number of nodes. Ll — log, K be the number of fin
. =5 2 -

“This work is funded by the Swedish VINNOVA AMRAM and Ppcders of a node and the length of the immediate successor list,
projects, the European IST-FET PEPITO and 6th FP EVERGROW projetisually set to a value- O(log(NN)). We refer to nodes by their
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keys, so a node implies a node with key, € 0--- K — 1. We allelized on a cluster of4 nodes where we ha®y = 1000,

usep to refer to the predecesserfor referring to the successoiC = 229, S = 6, 200 < r < 2000 and0.25 < a < 0.75.

Ii;t as a whole, and; _for the.z‘“’ successor. Data strugtures 4 The Analysis

different nodes are distinguished by prefixing them with anogg  pistribution of Inter-Node Distances

key e.g.n’.s1, etc. Letfin,.startdenote the start of thé fin-  During churn, the inter-node distance (the difference between

ger (Where for anode, Vi € 1..M, n. fin;.start =n+2""1) the keys of two consecutive nodes) is a fluctuating variable. An

and fin;.nodedenote the actual node pointed to by that fingémportant quantity used throughout the analysis is the pdf of
Steady State Assumption.\; is the rate of joins per nodenter-node distances. We define this quantity below and state

A the rate of failures per node and the rate of stabilizationsa theorem giving its functional form. We then mention three

per node. We carry out our analysis for the general case whesperties of this distribution which are needed in the ensuing

the rate of doing successor stabilizatians, is not necessarily analysis. Due to space limitations, we omit the proof of this

the same as the rate at which finger stabilizatibhs- «)\; theorem and the properties here and provide them in [4].

are performed. In all that follows, we impose the steady Sti’)tgﬁnition 3.1 LetInt(z) be the number of intervals of length

.condltlonAj - /\f_' Further itis useful to dgflne =3 Wthh x, 1.e. the number of pairs of consecutive nodes which are sep-
is the relevant ratio on which all the quantities we are mterestaergted by a distance of keys on the ring

in will depend, e.gy = 50 means that a join/fail event takes
place every half an hour for a stabilization which takes platBeorem 3.1 For a process in which nodes join or leave with
once every6 seconds. equal rates (and the number of nodes in the network is almost
Parameters. The parameters of the problem are henkg: constant) independently of each other and uniformly on the
N, a andr. All relevant measurable quantities should be efing, The probability () = 42 of finding an interval
tirely expressible in terms of these parameters. of lengthz is:
Chord Simulation. We use our own discrete event simula- P(¢) = "' (1 — p) wherep = 25X and1 — p = &

tion environment implemente_d. in_Java which can b'e retrievegle derivation of the distributio®(z) is independent of any
from [4]. We assume the familiarity of the reader with Chor@etails of the Chord implementation and depends solely on the

however an exact analysis necessitates the provision of a @y and leave process. It is hence applicable to any DHT that
details. Successor stabilizations performed by a mogier.s1  geploys a ring.

accomplish two main goalg) Retrieving the predecessor and

successor list of ofi.s; and reconciling withn's state. i) Property 3.1 For any two keys: and v, wherev = u + =,
Informing n.s; thatn is alive/newly joined. A finger stabiliza-l€t b; be the probability that the first node encountered inbe-
tion picks one finger at random and looks up its start. LookUp&en these two keys isatt i (where) < i < = —1). Then

do not use the optimization of checking the successor list Be= ¢'(1 — p). The probability that there is definitely atleast
fore using the fingers. However, the successor list is used £8@ hode betweenandv is: a(x) = 1 — p”. Hence the condi-
last resort if fingers could not provide progress. Lookups dignal probability that the first node is at a distancgiven that
assumed not to change the state of a node. For joins, a Hi&{e is atleast one node in the intervabisi, x) = b(i)/a(x).

nodew finds its successar through some initial random con-prgperty 3.2 The probability that a node and atleast one

tact and performs successor stabilization on that successorpflks immediate predecessors share the sarfefinger is

fingers ofu that haver as an acceptable finger node are set to;, (1) = 2o - p2=2). This is~ 1/2 for K >> 1 and
The rest of the fingers are computed as best estimatesifiomy i Clearlyp, = 0 for k¥ = 1. It is straightforward

ro'uting table. AII failures are un_gra_ceful. We make the S?m'ptithough tedious) to derive similar expressions fe(k) the
fying assumption that communication delays due to a limitgghpapility that a node and atleast two of its immediate pre-

number of hops is much smaller than the average time inteygbessors share the sarfé finger,p;(k) and so on.
between joins, failures or stabilization events. However, we do

not expect that the results will change much even if this wéfEoperty 3.3 We can similarly assess the probability that the
not satisfied. join protocol (see previous section) results in further replica-

gpn of the k" pointer. That is, the probability that a newly

bility of a particular finger pointer to be wrong, we need to riined node wﬂl;hoose_thkth entry of its su2ck§2estor’s finger
peat each experiment times before obtaining well-averaged@P!€ as its owrk™ entry iSpjoin (k) ~ p(lk__Q po )+ (-
results. The total simulation sequential real time for obtainifg(l — 7> ) — (1 — p)p(2"* — 2)p* . The function
the results of this paper was aba#00 hours that was par-Pjoin (k) = 0 for smallk and1 for large k.

Averaging. Since we are collecting statistics like the prob
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T, Comects poimer periodically contacts its first successor, possibly correcting it
o hemode e and reconciling with its successor list. Therefore, the number

of wrong k" successor pointers are not independent quantities

Figure 2: Changes iif’y, the number of wrong (failed or outy;t depend on the number of wrong first successor pointers.
dated)s; pointers, due to joins, failures and stabilizations. \ve consider only; here.

We write an equation foll; (r, «) by accounting for all the
3.2 Successor Pointers events that can change it in a micro event of titie An illus-

In order to get a master-equation description which keeps!@fion of the different cases in which changeslin take place
the details of the system and is still tractable, we make iﬂée to joins, failures and stabilizations is provided in figure 2.

ansatz that the state of the system is the product of the stftei?me casedl; increases/decreases while in others it stays
of its nodes, which in turn is the product of the states of 4fichanged. For each increase/decrease, table 1 provides th

its pointers. As we will see this ansatz works very well. NofPrresponding probability.

we need only consider how many kinds of pointers there ard3y our implementation of the join protocol, a new nadg

in the system and the states these can be in. Consider firsi@iigng between two nodes, andn., has itss; pointer always

successor pointers. correct after the join. However the stategf s; before the join
Let wy,(r, ), di(r, ) denote the fraction of nodes havinakes adifference. H,.s; was correct (pointing ta.) before

ing awrong k%" successor pointer orfailed one respectively the join, then after the join it will be wrong and therefdié

andW;,(r, o), Dy (r, «) be the respectivaumbers. A failed increases by. If n,.s; was wrong before the join, then it will

pointer is one which points to a departed node anﬂrmg remain wrong after the join and’; is unaffected. Thus, we

pointer points either to an incorrect node (alive but not corregged to account for the former case only. The probability that

or a dead one. As we will see, both these quantities play a rtes1 is correct isl — w; and from that follows the term.

in predicting lookup consistency and lookup length. For failures, we have cases. To illustrate them we use
By the protocol for stabilizing successors in Chord, a nodedesn,, n,, n, and assume that, is going to fail. First,



At time ¢ At time 7+ At

if both n,.s; andn,.s; were correct, then the failure of,

. . Before A Join After a Join Fk(ﬁ-At)
will make n,.s; wrong and hencél; increases byl. Sec- T e Sl
or_wd, ifn,.s1 andny.s werg both wrong, then 'Fhe fall_ure of, efore a Fallire | After a Faflure Fa)
WI|! de_creaser by one, since one wrong pointer dlsappears. « ¢ *ole ~. o | 4
Third, if n,.s; was wrong anch,.s; was correct, theml’; is = oy

. S \§
unaffected. Fourth, ifi,.s; was correct and,.s; was wrong, so Mo el et e | 0
then the wrong pointer of,, disappeared _andx.sl became .@ \a, .f;f'?@,:, o | =
wrong, thereforéV; is unaffected. For the first case to happen,
we need to pick two nodes with correct pointers, the probabil- Before a Stabilization] After a Stabilization | F(+4)
ity of this is (1 — w9 )?. For the second case to happen, we need o R o Ime |
to pick two nodes with wrong pointers, the probability of this > Jin, pointing fo 2 falled node
X . fin, pointing to an alive node
is w%. From these probabilities follow the termgsandcs. o™ Alive node

Finally, a successor stabilization does not affégt, unless _. cn et node N ber of failedi ,
the stabilizing node had a wrong pointer. The probability Efgure 4C ?nlges "Fk’dt € ETm er of failegfin; pointers,
picking such a node i&;. From this follows the term;. ue to joins, failures and stabilizations.

Hence the equation fd#/; (r, «) is: Fiu(t + Af) | Rate of Change
AW , , = Fip(t) + 1 | 1 = (\jA)pjoin () fr
I :)\j(l—wl)-i-/\f(l—wl) — Afwi — adswy =F(t)—1]| ca= (l—a)ﬁfk()\sAt)
= Fi(t) +1 | es = (1= fi)’[1 = p1(k)](AsAL)
Solving forw; in the steady state and putting = A, we get: =F,(t)+2 | ca= (1 — fu)*(p1(k) — p2(k))(AsAt)
) ) = Fi(t) +3 | es = (1 = fu)*(p2(k) — p3(K))(Ar Al)
wi(r,a) = ~ 1) = Fi(t) 1—(c1+co+c3+cq+cs)

Table 2: Some of the relevant gain and loss termsHgrthe

This expression matches well with the simulation reSUItSr?[?mber of nodes whoskth fingers are pointing to a failed
shown in figure 1.d;(r, ) is thenx Zw(r,«) since when node fork > 1

Aj = Ay, about half the number of wrong pointers are incorrect

and about half point to dead nodes. Thiyér, o) ~ -1 which _ o _ _

also matches well the simulations as shown in figure 1. We &&fnber. For notational simplicity, we write these as simfjly

also use the above reasoning to iterativelywggtr, o) for any andfx. We can predict this function for ary by again esti-

k. mating the gain and loss terms for this quantity, caused by a
Lookup ConsistencyBy the lookup protocol, a lookup isloin. failure or stabilization event, and keeping only the most

inconsistent if the immediate predecessor of the sought kglgvant terms. These are listed in table 2.

has an wrong, pointer. However, we need only consider the A join event can play a role here by increasing the number

case when the; pointer is pointing to an alive (but incorrectpf Fi pointers if the successor of the joinee had a fafléd

node since our implementation of the protocol always requiRNter (occurs with probability;;) and the joinee replicated

the lookup to return an alive node as an answer to the quéig from the successor (occurs with probabifify;, (k) from

The probability that a lookup is inconsistehr, o) is hence Property 3.3). _ . o
wy(r, o) — dy(r,). This prediction matches the simulation A stabilization evicts a failed pointer if there was one to be-

results very well, as shown in figure 1. gin with. The stabilization rate is divided by1, since a node
stabilizes any one finger randomly, every time it decides to sta-
bilize a finger at rat€1 — ) \.
We now turn to estimating the fraction of finger pointers which Given a node: with an alivek!” finger (occurs with prob-
point to failed nodes. As we will see this is an important quaability 1 — f.), when the node pointed to by that finger fails,
tity for predicting lookups. Unlike members of the successitie number of failed:*” fingers () increases. The amount
list, alive fingers even if outdated, always bring a query clos#tthis increase depends on the number of immediate predeces:
to the destination and do not affect consistency. Therefore soes ofn that were pointing to the failed node with théit"
consider fingers in only two states, alive or dead (failed).  finger. That number of predecessors couldpg 2,.. etc. Us-

Let fx(r, o) denote the fraction of nodes having theft fin- ing property 3.2 the respective probabilities of those cases are:
ger pointing to a failed node arfg, (r, «) denote the respectivel — p; (k), p1(k) — p2(k), p2(k) — ps(k),... etc.

3.3 Failure of Fingers
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Solving for f, in the steady state, we get: haveCy = 1—d; +2xdi(1—d)+3 xdida(l1—dg)+--- =
1+di =1+1/(ar).
[QPmp(k) + 2 — pioin(k) + T(lﬂjﬂ)} For finding the expected cost of reaching a general distance
Jrk = t we need to follow closely the Chord protocol, which would

2(1 + Prep(k)) lookupt by first finding the closest preceding finger. For no-
5 o r(1—a)]? 5 o tational simplicity, let us defin€ to be the start of the finger
\/[QP’”EP(]“) + 2 — pjoin(k) + =5 } — 40+ Frep(R)) (say thek!") that most closely precedes Thust = & + m,
2(1 4 Prep(k)) i.e. there aren keys between the sought targednd the start
(2) of the most closely preceding finger. With that, we can write a
recursion relation foC¢, ,,, as follows:
where P,.,(k) = Sp;(k). In principle its enough to keep
even three terms in the sum. The above expressions match very
well with the simulation results (figure 3).

Cetm = Cell — a(m)

3.4 Cost of Finger Stabilizations and Lookups + (1= fr) [a(m) + Z bma1—iC;
In this section, we demonstrate how the information about the =
failed fingers and successors can be used to predict the cost — (3)
S ) . 1 hi (1
of stabilizations, lookups or in general the cost for reaching + fka(m)[ + ; (2)
any key in the id space. By cost we mean the number of hops s a
needed to reach the destinatiocluding the number of time- & -
. : . . be(l,£/2Y)(1 1 1em) + 2hi(k
outs encountered en-route. For this analysis, we consider time- Z ol €/2) (1 + Ceipr-tm) + 2hi( )]

) I=1
outs and hops to add equally to the cost. We can easily gener-

alize this analysis to investigate the case when a timeout coswhere; = - _, ;§/2™ andhy(i) is the probability that
some factom times the cost of a hop. a node is forced to use its — i*" finger owing to the death
DefineC;(r, ) (also denoted;) to be the expected cost foof its k" finger. The probabilities, b, bc have already been
a given node to reach some target key which keys away introduced in section 3.
from it (which means reaching the first successor of this key).The lookup equation though rather complicated at first sight
For example(”; would then be the cost of looking up the adjanerely accounts for all the possibilities that a Chord lookup
cent key { key away). Since the adjacent key is always storedll encounter, and deals with them exactly as the protocol dic-
at the first alive successor, therefore if the first successor is alates. The first term accounts for the eventuality that there is no
(occurs with probabilityl — d;), the cost will bel hop. If the node intervening betweehand¢ + m (occurs with probabil-
first successor is dead but the second is alive (occurs with piigp-1 — a(m)). In this case, the cost of looking fgr+ m is
ability d; (1 — ds)), the cost will be 1 hop + 1 timeout2-and the same as the cost for looking for The second term ac-
theexpectedtost is2 x d; (1 — d2) and so forth. Therefore, wecounts for the situation when a node does intervene inbetween



(with probabilitya(m)), and this node is alive (with probabilityexisting theoretical work done on DHTSs in that it aims not at
1— fi). Then the query is passed on to this node (Widtdded establishing bounds, but on precise determination of the rele-
to register the increase in the number of hops) and then the wast quantities in this dynamically evolving system. From the
depends on the length of the distance between this nodé amdatch of our theory and the simulations, it can be seen that we
The third term accounts for the case when the intervening nade predict with an accuracy of greater that in most cases.
is dead (with probabilityf). Then the cost increases byfor Apart from the usefulness of this approach for its own sake,
a timeout) and the query needs to be passed back to the clagestan also gain some new insights into the system from it.
preceding finger. We hence compute the probabiflitfi) that For example, we see that the fraction of dead finger pointers
it is passed back to thie — i*" finger either because the inters;, is an increasing function of the length of the finger. Infact
vening fingers are dead or share the same finger table entrfpatarge enoughcC, all the long fingers will be dead most of
the k*" finger. The cost of the lookup now depends on the t&e time, making routing very inefficient. This implies that we
maining distance to the sought key. The expressionf6i) is need to consider a different stabilization scheme for the fingers
easy to compute using theoreiri and the expression for thgsuch as, perhaps, stabilizing the longer fingers more often than
fr's [4]. the smaller ones), in order that the DHT continues to function
The cost for general lookups is hence at high churn rates. We also expect that we can use this analysis
Ef:‘llci(n 0) to understand and analyze other DHTSs.
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